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Abstract

The cold start latency in serverless systems is a matter of great
concern. It militates against its basic foundation, which is fast
millisecond-level execution of mostly stateless functions. Over the
last five years, a lot of work has been done in academia and industry
to mitigate the overheads caused by long cold start times. In this
paper, we focus on a specific line of work that proposes to modify
the Docker container’s architecture to address this problem. We
observe that state-of-the-art work has either fused Docker layers
or used smart on-demand fetching of data.

We take a deep look at this problem and study the behavior of
Docker containers in serverless setups in great detail. We observe
that different containers access different subsets of image files, and
there is a fair amount of variance across applications. A container
typically accesses 30% of the lower layers that store OS and runtime
data, and at most 69% of the application layers that store code,
libraries and dependencies. Furthermore, there are varying degrees
of overlap between layers of different containers. Our proposed
method FaaSImage is the most comprehensive proposal in this space
till date — it combines three different techniques, namely layer
subsetting, on-demand download and layer fusion. Furthermore, it
uses different strategies to pull different types of layers. FaaSImage
reduces the image pull latency by at most 52% on HDDs and 58%
on SSDs compared to state-of-the-art solutions. Upon integration
with OpenFaaS, we observe that the cold start latency of functions
reduces by 38.7% on HDDs and 39.8% on SSDs.
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1 Introduction

Serverless computing is a very popular cloud computing paradigm
in which the responsibility of application deployment and resource
management shifts from developers to cloud platforms [26, 27]. Ma-
jor commercial serverless platforms such as Microsoft Azure Func-
tions [7], Google Cloud Functions [10], IBM Cloud Functions [11]
and Amazon Lambda [32] provide autoscaling features, fine-grained
billing models and fault tolerance services to developers. Autoscal-
ing features dynamically regulate resource allocation for an applica-
tion based on incoming traffic. Billing models charge developers for
the duration of the application’s execution only. Because of these
features, developers can focus solely on the development process
and delivering value to customers. Hence, in recent years, there
has been a significant increase in the adoption of this paradigm
by many applications in fields such as IoT, machine learning, data
analytics and large cloud-based portals such as Netflix, FINRA,
iRobot [3, 12, 28].

A user uploads applications to a serverless platform as a set
of functions along with their corresponding execution sequence,
unlike other cloud computing platforms. Subsequently, the plat-
form handles application requests by treating them as a sequence
of function requests. For every request, the platform first pulls a
function image from a remote registry that contains the operating
system files, the runtime environment, the function code, depen-
dencies and libraries. An image can be either a single file or a stack
of read-only layers (stored as a tar file), where each layer repre-
sents a portion of the image. Subsequently, the platform creates
a sandbox using the image and executes the function within it.
Therefore, the cost of pulling an image (subject to its availability)
and creating a sandbox are key determinants of a function’s cold
start latency [26, 27, 29, 43, 56].

To improve a function’s cold start latency, prior work has focused
on the following techniques: sharing a sandbox [2], utilizing light-
weight sandbox mechanisms [1] and restoring from a sandbox’s
stored snapshot [5, 47]. However, these techniques improve the cost
of sandbox creation and assume that images are already present on
a machine’s local disk, which may seldom be true [57]. A recent
study by Microsoft has shown that approximately 50% of serverless
workloads exhibit substantial variation in the inter-arrival times
of requests [46]. Consequently, the probability of a function image
being available on a node is relatively low (owing to replacements).
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Figure 1: Layer organization and pull operation of function
images: F; and F, across Docker, Gear [18], Break [19] and
FaaSImage. L; and L, denote the OS and runtime; {Ls, Ls} de-
note libraries; {L4, Ls} denote code and dependencies; and A
denotes the required files for container startup. Note: The
space between layers denote the parallel fetching of layers.

Experiments on Alibaba Cloud have also shown that platforms ob-
serve sudden spikes in a function’s traffic pattern [56]. This creates
network hotspots that adversely affect the pull latencies. According
to Wang et al. [56] (Alibaba Cloud), approximately 86% of image
pull operations in the Shanghai region take at least 80 seconds,
which is very high for serverless systems.

To address this problem, the following techniques have been
proposed in prior work: caching of sandboxes and images [8, 9,
20, 31, 35, 40, 44, 50, 52, 57, 58], peer-to-peer (P2P) transmission of
images [17, 19, 21, 30, 56, 60], and pre-warming of sandboxes [37,
42, 44, 46, 61]. These techniques have matured over time, and in
the humble view of the authors diminishing returns have set in.
In this paper, we explore the next logical frontier that is getting
good traction — Docker image engineering [18, 19, 23, 34] — in the
context of serverless computing redesigning the Docker images to
enable better performance in sandbox deployments. This approach
can be viewed to be mostly complementary vis-a-vis prior work; it
can be used along with them. In this paper, we propose FaaSImage
as a means to improve the latency of the cold start operation while
also minimizing the network bandwidth utilization. We can also
seamlessly integrate it with existing serverless platforms.

Given that an image is organized as a stack of layers, the im-
age pull pipeline sequentially extracts compressed layers that were
downloaded in parallel (see Figure 1a). The image engineering
mechanisms have utilized either layer fusion or on-demand down-
load techniques. Layer fusion techniques rearrange the layers of
an image to maximize the overlapping of layers across images and
pull layers in parallel (see Figure 1c) [19, 34]. As a result, these tech-
niques reduce the number of download and extraction operations
during the pull operation. However, in the case where a sandbox
accesses only a fraction of an image, retrieving the entire image
results in resource wastage and higher pull latency. To address this,
we have on-demand download techniques that pull and mount a
file to a sandbox when it is accessed for the first time — this reduces
the image pull latency (see Figure 1b) [18, 23].

In this paper, we propose a paradigmatically different approach -
combine layer fusion and on-demand download approaches and do
more (hybrid approach in Figure 1d). Our key observation is that
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a function’s sandbox only accesses a fraction of the image during
its startup. Therefore, it is not necessary to pull all the files of a
function image from the registry. Instead, we can choose to pull
some files of the image that are required for startup and retrieve the
remaining files as needed during execution (layer subsetting + on-
demand download). We propose a novel rearrangement of an image’s
files into three layers — base, func, and lib - to efficiently utilize
network bandwidth and reduce the pull latency (layer fusion) (see
Figure 1d). The base layer stores the operating system files and the
runtime environment — common among functions using the same
runtime environment and fetched only once. The func layer stores
the function code and dependencies - unique across functions. The
lib layer stores the libraries — shared among functions. During the
image pull operation, we pull the func and lib layers in parallel. In
the case of the lib layer, we only fetch the library’s files that are
missing on a machine; this further reduces the pull latency and
lowers the bandwidth requirement.
To summarize, our contributions are as follows:

(1) We perform an extensive analysis of Docker’s image pull
pipeline and function images to identify bottlenecks during
the image pull and container deployment operations.

(2) FaaSImage packages only the files necessary for startup in an
image, while the remaining are fetched on-demand during
execution.

(3) FaaSImage partitions an image into a common base layer, a
unique func layer, and a shared lib layer to improve the cold
start and bandwidth requirements.

(4) Upon integration with OpenFaaS, FaaSImage improves the
cold start latency by 38.7% on HDDs and 39.8% on SSDs,
respectively, when compared to OpenFaaS.

(5) FaaSImage improves the pull latency by at most 52% on
HDDs and 58% on SSDs, respectively, when compared to
other state-of-the-art techniques.

(6) FaaSImage reduces the download traffic and storage size by
at most 45% compared to other state-of-the-art techniques.

We organize the rest of the paper as follows. We provide the rel-
evant background on Docker images in Section 2. Subsequently, we
perform a comprehensive analysis of the pull and deployment oper-
ations of images in Section 3. Following this, we discuss the design
of FaaSImage in Section 4. Section 5 evaluates the storage perfor-
mance, bandwidth utilization, and deployment latencies of FaaSIm-
age vis-a-vis state-of-the-art solutions. We discuss the related work
in Section 6 and finally conclude in Section 7. The source code is
available at https://github.com/catchabhisek/FaaSImage- Artifact.

2 Background

2.1 Serverless Computing

In the serverless computing paradigm, a platform deploy applica-
tions at the granularity of functions. Users decompose an applica-
tion into a set of functions and upload it to the platform along with
the execution sequence. To execute a function, the platform first
fetches the function image, which includes an operating system
(0S), a runtime environment, the function code, and libraries. Sub-
sequently, the platform spawns a sandbox with the function image,
which involves booting the OS, initializing the runtime environ-
ment, and loading the function code and libraries (referred to as


https://github.com/catchabhisek/FaaSImage-Artifact

FaaSImage: An Efficient Image Manager for FaaS

Middleware 25, December 15-19, 2025, Nashville, TN, USA

= = = » File Access

Container f:.-",: :----‘. :-...‘: :....‘-

| iF1i iFpi iFgi iEg

Mount Point | ..o 558 RSl bt
O ” g

|Downloading layer| |Umarring layer| Writable ; 0 :
Parallel L ! : m
Tasks ayer . :
Image L E )

Ls Pull
g AN B 7

|:> p

L, Ly L] | L,

5] k

Image L f i
Mount 3 1/

» @B

Docker image Time

~

[ B0

Figure 2: A system pulls a Docker image from a remote registry. Subsequently, a container uses the mount point to access files.
On every access, the overlay2 storage driver searches for files in the writable layer and image (a stack of read-only layers).

the startup phase in the paper). Finally, the sandbox executes the
function’s request and sends the response to the platform (referred
to as the execution phase in the paper). In this paradigm, platforms
manage the execution of an application by using sandbox environ-
ments, which consequently reduces the operational complexity at
the developer’s end. Furthermore, platforms charge users based on
the duration of function execution, providing a fine-grained billing
scheme.

In contrast to other cloud platforms, serverless platforms spawn
a sandbox prior to the execution of a function that is on the critical
path. This operation results in a performance overhead, referred
to as cold start. To mitigate the cold start problem, prior work
has used the following techniques: warm containers [31, 52], and
snapshot-restore [5, 47]. In warm containers, we retain a sand-
box post-function execution for a specific duration of time, in an-
ticipation of future requests. However, this technique results in
the inefficient utilization of system resources. On the other hand,
snapshot-restore techniques take a snapshot of the sandbox af-
ter function initialization. Subsequently, they restore a sandbox
using its snapshot, thereby eliding the cost of operating system
initialization, runtime initialization, and library loading. However,
these techniques assume that the function image is available on the
machine, thereby not showing the cost of image pull [57].

Popular serverless platforms like Apache Openwhisk [6], IBM
cloud functions [11], OpenLambda [24] and OpenFaaS [36] use
Docker to create sandboxes. In this paper, we use Docker to manage
our containers. Let us discuss the image pull pipeline in Docker.

2.2 Docker

As the deployment of cloud-based applications becomes increas-
ingly prevalent, service providers require a lightweight virtualiza-
tion mechanism. Docker containers are a viable solution because
they offer process-based isolation instead of VM-based isolation.
To ensure security and performance isolation, Docker utilizes the
cgroup and namespace features provided by Linux. Let us elaborate.

2.2.1  Docker Image. To create a Docker container, we first need to
define the root filesystem’s image of the container. Docker organizes
an image as a stack of read-only layers, with each layer representing
a portion of the filesystem (see Figure 2). If multiple images share a
common set of base layers, we fetch the common layers only once.

Additionally, when we update an image, we push a layer to the
stack that reflects only the deleted, modified, or added files. This
representation enhances storage efficiency, image creation, and
image revision operations. For accessibility, we upload the image’s
layers to a centralized Docker registry that stores unique layers
across images.

2.2.2  Docker Image Pull. To pull a Docker image, Docker sends a re-
quest to the registry with the image ID. It receives amanifest. json
file containing the image’s layer IDs and their sequence required
to build the filesystem. Docker then performs a lookup operation
on the local layer cache using layer IDs to check their availability
on the machine. If a layer is absent, it fetches the compressed layer
from the registry and then performs the untar operation on the
compressed layer (see Figure 2). Docker uses a configurable number
of layer downloader threads that are responsible for fetching com-
pressed layers in parallel. However, the untar operation happens in
a sequential manner due to its potential incompatibility with some
storage drivers and its higher utilization of system resources [48].

2.2.3  Docker Storage Drivers. Docker employs various storage dri-
vers, such as overlay2, AUFS (Another Union File System), Btrfs
(B-Tree File System), and ZFS (Zettabyte File System) to superim-
pose the layers of an image and thus provide a merged view of the
filesystem. The AUFS and overlay2 storage drivers operate at the
file level, while Btrfs and ZFS operate at the block level [16]. ZFS
and Btrfs require a lot of memory to store Docker images, which
may lead to memory pressure in serverless platforms [16, 41]. We
observe that during the deployment of function containers, ZFS
requires an additional 856 MB of memory compared to the overlay2
storage driver. At the moment, Linux does not have native support
for AUFS [13]. Therefore, we use the overlay2 storage driver in this

paper.

2.24  Overlay?2 Storage Driver. During container creation, Docker
must provide the filesystem image’s mount point to a container. But
Docker stores the image as a stack of read-only layers instead of a
single directory. To resolve this, Docker employs the overlay2 stor-
age driver that uses the overlay kernel module to superimpose the
read-only layers of an image, along with a writable layer (see Fig-
ure 2). This is because the image’s layers are read-only; a container
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stores the modified or additional files in the writable layer. When ac-
cessing a file, the overlay kernel driver first invokes ovl_lookup ()
to get the file descriptor and the inode number. Given that it su-
perimposes multiple layers, the lookup operation must be exe-
cuted on each layer to find the location of a file (referred to as
ovl_lookup_single()).

3 Characterization of a Function Image

In this section, we evaluate OpenFaa$S (an open source serverless
platform [36]) and investigate the impact of a function’s image on
its performance on HDDs. Furthermore, we evaluate the efficacy
of state-of-the-art image engineering methods used to improve
the cold start operation: Break [19] and Gear [18] when integrated
with OpenFaaS. For this study, we take a set of real-world server-
less functions (see Table 1) adopted from FunctionBench [28]. We
use a system whose configuration is shown in Table 2. The image
pull latency is dependent on the Docker registry’s load and the
hop count from the system to the Docker registry. To have a con-
trolled environment, we deploy a local registry on a storage server
that is interconnected to the system (similar to Gear [18]). While
downloading an image from the registry, we set the number of
layer downloader threads to 3 and use overlay? as the storage driver
(default values as per the Docker documentation) [15, 16].

s,
047@4} < | FROM DEBIAN:v12
2 [ RUN APT INSTALL <Packages>
%7, g, \| RUN APT INSTALL RUNTIME

47@’? RUN APT INSTALL FUNC DEPS
RUN APT INSTALL FUNC LIB

COPY FUNC_CODE /APP

CMD [START FUNC]

Figure 3: The typical structure of a function image. It consists
of two parts: the base segment, which denotes a set of layers
that contains OS and the runtime environment, and the app
segment, which denotes a set of layers that contains the code,
dependencies, and libraries.

3.1 Structure of a Function Image

Since serverless platforms execute hundreds of functions on a
single node, the image pull latency can delay the response la-
tency [1, 43, 59]. The image (root filesystem) of a function typically
contains the following entities: operating system-related files, the
runtime environment, function-specific dependencies (packages
and libraries), and the source code. First, we formulate a standard
layer organization of function images that can improve image pull
latency and overall storage utilization.

According to a recent survey on AWS Lambda, about 44% of AWS
Lambda invocations use the Node.js runtime, while 28% use the
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Table 1: Workloads used in this paper (adapted from Func-
tionBench [28]). Note: The image size column denotes the size
of the Docker image.

Benchmark | Description Image | Pull La-
Size tency
(sec)

Create an HTML table for | 159 MB | 2.03
a given number of columns
and rows.

Perform json deserializa- | 160 MB | 2.17
tion of a given json file
gzip Perform gzip compression | 160 MB | 2.38
on a given file

chameleon

json_serdes

pyaes Perform encryption and | 163MB | 2.49
decryption using a private
key-based mechanism.
Perform matrix multiplica- | 232 MB | 4.77
tion of two square matri-
ces.

image_rotate | Perform a rotation of a | 248 MB | 6.26
given image.
Train a model for a given | 618 MB | 18.42
dataset and target variable
using logistic regression
model.

face_detection| Perform face detection on | 630 MB | 21.26
a given image using the
Harcascade classifier.

matmul

Ir_training

rnn Generate a word using a | 995 MB | 32.07
RNN model.

cnn Classify an image using the | 1.24 43.85
Squeezenet model. GB

Table 2: System configuration

Hardware settings
Processor Intel Xeon 6226R CPU, 2.90 GHz
CPUs 1 Socket, 16 cores [ DRAM 256 GB
HDD Seagate 2TB SATA-3 HDD, 7200RPM
SSD Samsung 860 EVO 500GB SATA-3 SSD
Software settings
Linux kernel | v6.5-rc7 Go version v1.20.13
Python v3.10 Docker version | v23.0.3

Python runtime [14]. AWS Lambda presently supports 3 versions
of Node.js (v16, v18, and v20) and 5 versions of Python (v3.8, v3.9,
v3.10, v3.11, and v3.12) [4]. With this insight, we divide a function
image into two parts to leverage the overlap between layers of
function images: a base segment and an app segment (see Figure 3).
The base segment consists of common system and runtime-related
files, while the app segment includes runtime libraries, function-
specific dependencies, and source code. This partition ensures better
overlapping between layers of function images. The function images
in this paper use the above-described image structure, which includes
the following components: Python v3.10, Pip v23.0.1, and Debian 12.



FaaSImage: An Efficient Image Manager for FaaS

I Download Il Untar

100 A
80+
60 1
401
201

0-

Contribution (%)

Figure 4: The relative contribution of layer downloading and
layer untarring operations during function image pull.

3.2 Performance Analysis of an Image

When a platform receives a request to execute a serverless function,
it pulls the function image from a remote registry. Prior work has
shown that the image pull latency affects the response latency of
the function [43, 56, 59]. In Table 1, we report the image pull latency
of function images. To ensure fair comparison across images, we
ensure that the base segment is available on a machine prior to the
pull operation. Prior work has shown that downloading compressed
layers and running the untar operation on the compressed layers
contribute almost 80% to the container deployment latency [53].
Let us study the contribution of the aforementioned operations
to the sum of both (referred to as the relative contribution in this
paper).

In Figure 4, we show the relative contribution of layer download-
ing and layer untarring operations. We observe that layer down-
loading and layer untarring operations relatively contribute about
51% and 49% on average during image pull, respectively. We ob-
serve that the layer untarring operation is the bottleneck for smaller
images. On the other hand, the layer downloading operation is the
bottleneck for larger images. As a result, an image pull pipeline
must focus on optimizing both download and untar operations.

As an image’s size increases, the cost of layer downloading op-
erations dominates that of layer untarring operations.

3.3 Layer Fusion vs On-Demand Download

To improve the pull latency of a function image, prior work pro-
posed two techniques: layer fusion [19, 34], and on-demand down-
load techniques [18, 23]. The former downloads all the files of an
image, whereas the latter downloads files on demand. Now, let us
answer the following research question in the context of serverless
platforms: "Which option is better for a function instance: including
all the files in the image or fetching the files on-demand?".

3.3.1 File Analysis of a Function Image. Figure 5 shows that a con-
tainer accesses only a portion of an image during the startup phase.
Its size ranges from 12.5% to 64.7% of the image’s size for the func-
tions listed in Table 1. This is because serverless platforms operate
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Figure 5: The size of the portion of an image accessed during
startup is normalized to the image size. Note: A container
accesses approximately 25.3% of the image size during startup.

at the granularity of a function, which does not utilize all of the
features provided by libraries. For machine learning (ML) functions
such as Ir_training, rnn and cnn, a container accesses at least 37.75%
of an image. In contrast, for non-ML functions, a container accesses
at most 33.75% of an image. We also observed that during the exe-
cution phase, a container accesses up to 22 more files than those
accessed during the startup phase. This is because during startup,
a container imports the packages necessary for the execution of a
function. We can conclude that a container accesses the majority
of files during the startup phase. Therefore, the option of including
all the files in an image is not better for all functions.

Furthermore, we note that containers of a function image con-
sistently access the same set of files during the startup phase. This
is because every container executes the same startup command as
listed in the function image. The startup command accesses the re-
quired files to start the runtime, library files, the code, and function
dependencies.
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Figure 6: The startup latency of a function when using Open-
FaaS + Gear normalized to that of OpenFaaS + Docker. The
startup latency increases by at most 13.5x due to on-demand

download of files.
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3.3.2  Efficacy of On-Demand Download Schemes. To evaluate the
efficacy of on-demand download techniques, we integrate Open-
FaaS with Gear [18] and analyze the startup latency of a function,
given that images are deployed in increasing order of their size in
the system (similar to SnapStore [41]). In Figure 6, we show that
the function’s startup latency increases by 3.9x compared to Open-
FaaS + Docker on average. This is because downloading the files
from a remote server on-demand degrades its latency. In the case
of machine learning (ML) functions such as Ir_training, rnn and
cnn, a container accesses up to 38.7% of the total files, representing
64.7% of an image. In contrast, for basic functions like chameleon,
json_serdes, gzip, and pyaes, a container accesses up to 12.5% of
the total files, equating to 16.8% of the image size. We can conclude
that fetching an image’s files on-demand is also suboptimal.

(1) With layer fusion, all files are included in a single image,
but a container only accesses about 12.5% to 64.7% of the
image size for the functions listed in Table 1. This leads
to resource wastage during the image pull process.

(2) When we utilize on-demand download, we retrieve a file
whenever a container accesses it. However, a container
might access 64.7% of the image size, leading to higher
startup latency.

(3) Containers of a function image access the same set of
files during the startup phase.

N B O ©
o O o o

Data Redundancy (%)

Figure 7: Data redundancy between the libraries of function
images when compared with Ir_training using the file-level
deduplication scheme.

3.4 Redundancy Analysis of an Image

To improve the image pull operation, prior work focused on maxi-
mizing the overlapping of layers across functions. This will reduce
the cost of the image pull operation by pulling the common lay-
ers only once. In this section, we study the source of redundancy
between the function images. To find redundancy, we employ the
file-level deduplication scheme (similar to Break [19] and Gear [18]).
In this scheme, we identify identical files by comparing the hash
value of the file’s contents across different files. The redundancy of
func image B with respect to func image A is the percentage of
redundant data available in 8 [41].

As per our proposed layer organization of function images, the
base segment remains the same for all the function images having
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the same runtime environment. So, we focus on the app segment of
a function image. Intuitively, we further split the app segment into
two layers: func (dependencies + code) and lib (runtime libraries).
We then compare the redundancy of both layers of function images
in comparison to that of the Ir_training (representative) function. In
Figure 7, we observe that the average pair-wise redundancy of the
lib layer is 37.3%. This is because multiple functions use a common
set of libraries, such as Flask, Werkzeug, and Jinga. However, the
func layer has no redundancy because the functions do not share
any common functionality.

For the functions listed in Table 1, the average pair-wise redun-
dancy between the libraries of function images is 37.3%.

4 Design

In this section, we discuss the design of FaaSImage, a novel function
image manager that manages the build, pull, and mount operations
of a function image. Furthermore, we explain that FaaSImage can be
seamlessly integrated with serverless platforms and is compatible
with the existing container I/O stack.

4.1 Design Principles

In Section 3, we have shown that it is not necessary to store all the
files in an image, as only a fraction of the image is utilized during the
startup and execution phases. Furthermore, we demonstrated that
the files of a function image can be divided into three layers based
on redundancy across function images: base, func and lib. The base
layer stores common operating system and runtime environment-
related files across images. The func layer stores the code and
dependencies that are unique to functions. The lib layer stores the
shared libraries across function images. These lead to the following
design decisions:

e An image should store the necessary files for the startup
phase and fetch the remaining files on demand during the
execution phase.

o To leverage the redundancy between libraries of function
images, we create a lib layer that is shared across function
images, thereby decoupling libraries from an image.

o After decoupling, FaaSImage splits the files of an image into
two layers: base and func.

e FaaSImage can fetch the func layer and necessary library
files missing in the lib layer in parallel. Note that the base
layer is common across function images and fetched only
once (need not be optimized a lot).

4.2 Overview

In Figure 8, we show the high-level architecture of FaaSImage.
FaaSImage consists of four components: an image builder, an image
registry, a storage manager, and the FAAS overlay module. The
image builder is responsible for creating a function image and find-
ing the required files for the startup phase of a function container.
The image registry is a central server that decouples libraries from
an image, stores the libraries on the server, and refactors the pro-
cessed image into two layers: base and func. During an image pull
operation from the registry, the storage manager retrieves the func
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layer and necessary library files missing in the lib layer in parallel.
During container deployment, the FAAS overlay module creates a
mount point for a container, providing a merged view of the layers
and libraries. Additionally, it contains an on-demand download
manager, which downloads the missing files from a remote server
during the execution phase. Let us now discuss the build, pull, and
mount operations of FaaSImage at a high level.

When a user registers a function, the platform builds the func-
tion image with the aforementioned structure (as discussed in Sec-
tion 3.1) (see @ in Figure 8). Subsequently, we start a function
instance on a node, which is ready to accept function requests.
Simultaneously, we initiate the file access tracker, which logs the
files that are accessed during startup (referred to as trace in this
paper). Finally, we send the image and the trace files to a registry
(see (@ in Figure 8).

The registry’s refactor engine mounts the function image into a
directory. Subsequently, it extracts the third-party libraries utilized
by a function from the image and stores them in the library repos-
itory (see (3 in Figure 8). For the remaining files, we selectively
retain only the required files needed for startup as per the trace file
and replace the contents of the unnecessary files with their MD5
hash. In the future, the FAAS overlay module may use a file’s MD5
hash to retrieve its contents on demand during the execution phase.
Then we split the files into two layers, base and func, and create

a refactored image (see @ in Figure 8). This step concludes the
re-packaging of the function image in the registry.

While serving a function request, the serverless node retrieves
the function’s image from the registry. The storage manager first re-
trieves themanifest. json, as well as the trace file. Then it analyzes
the trace file to find the required files for the respective libraries.
Subsequently, it sends a query to the library repository to fetch
those files. Simultaneously, the layer manager fetches the base and
func layers of the image (see 3 and © in Figure 8). Note that we
can fetch the base layer only once in a system because it is the same
across multiple functions. We mark the image download operation
as successful once we have downloaded the libraries and layers.
When a platform deploys a container using the function image, the
FAAS overlay module provides a mount point to a container to
access files (see (D) in Figure 8).

4.3 Image Builder

To register a function on a serverless platform, the user must pro-
vide the following details: memory configuration, the function’s
code, any function dependencies, and the desired runtime environ-
ment. The memory configuration specifies the amount of memory
required by the function. The image builder builds the function
image using the remaining details (as discussed in Section 3.1). It
has been observed that a container does not utilize all of the files
during the startup and execution phases (as analyzed in Section 3.3).
Consequently, the notion of bundling all the files into an image is
suboptimal. Let us discuss the file access tracker that identifies the
files accessed by a container during the startup phase.

Prior to executing any file operation in a container, the kernel
executes a lookup operation, which finds the inode number and the
file descriptor of the file. This is because the operating system needs
to find the file’s exact location and ascertain that operations adhere
to the file’s access permissions. As a result, we extend the existing
overlay kernel module by including a logger. The logger records
every file lookup as a tuple (abs_path, PID), where abs_path is the
absolute file path and PID is the container process’s PID accessing
that file. Subsequently, the logger sends tuples to the file access
tracker running in the userspace through a netlink socket. After
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Algorithm 1 Refactor an image

1: procedure FAC(files, trace, layer)

2 for all file f € files do

3 if f € trace then

4 ADD_FILE(layer, f) > Add file to the layer
5 else

6 ADD_FILE_HASH(layer, f) » Add the hash of a file’s

contents to the layer

7 end if

8 end for

9: end procedure
10:
11: procedure REFACTOR_IMAGE(image_id, trace)
12: dir « mount(image_id) > Mount an image at directory dir

13: lib_path « /usr/local/lib/python3.10/site-packages/
14: lib_set, base_set, func_set — {}, {}, {}
15: for all file f € dir do

16: if f € base segment then

17: INSERT(base_set, f)

18: end if

19: if lib_path € F1LE_PATH(f) then

20: lib_name, lib_version < GET_DETAILS(f) > Get the
name and version of a library.

21: ADD_FILE(lib_name : lib_version, f)

22: INSERT(lib_set, lib_name : lib_version)

23: end if

24: if f € app segment then

25: INSERT(func_set, f)

26: end if

27: end for

28: FAC(base_set, trace, base layer)

29: FAC(func_set, trace, func layer)

30: for all library lib € lib_set do

31 ADD_LIB_SYMLINK(func layer, lib) > Create a
library’s symlink

32: end for

33: end procedure

receiving the tuple, the file access tracker stores the abs_path in
the trace file that corresponds to the container’s image. Note that
the trace file represents the files needed for startup, not the execution,
and is thereby not affected by input parameters.

4.4 Image Registry

After building an image, the platform proceeds to upload both
the image and the trace file to a centralized image registry. An
image can be divided into two parts: the base segment and the app
segment (discussed in Section 3.1). The base segment is common
across multiple images, whereas the app segment contains the code,
libraries and dependencies. We observe that a container accesses
only a subset of the image’s files during the startup phase, and
the size of this subset depends on the characteristics of a function.
Furthermore, we observe that the redundancy among multiple app
segments comes from third-party libraries. With these insights, let
us refactor an image so that the amount of data downloaded and
extracted during an image pull operation decreases. Note that if
a node attempts to download an image during the refactor process,
the registry sends a version of the function image stored in the image
buffer.

In Algorithm 1, we show the workings of the refactoring en-
gine. We first define the FAC module, which iterates through all
the files of a layer, selectively writing only those listed in the trace
file (Lines-3-4). It replaces the contents of the remaining files with
their content’s MD5 hash that will be downloaded during execu-
tion (Lines-5-7). After receiving an image, the refactor engine first
separates third-party libraries from the image and stores them in
the “libraries partition” of the registry. This is because we plan to
store only a single copy of a library that is shared across multiple
images. We store the files of each library in a directory labeled as
<pkg_name>:<vX> (Lines-19-23). As we separate the libraries from
an image, we must keep some metadata in the image to identify
the libraries that are a part of it. For each library P in the image, we
create a symbolic link that connects the original path of library P to
the directory /P:<vX>/ in the image (see Lines-30-32). We append
the list of library names and their versions associated with the
image in the manifest.json file. Next, we refactor the base segment,
function code and dependencies.

In Figure 9, we show a graphical illustration of the layers present
in the image before and after the refactoring process. To minimize
the number of download and untar operations, we merge the lay-
ers of the base segment into a single layer. Similarly, we merge
the code and dependencies into a single layer. Subsequently, we
process them through the FAC module, thereby generating the
base layer and the func layer (see Lines-28-29). Finally, using both
layers, we create the refactored function image that adheres to the
open container initiative (OCI) standards. Note that the libraries
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Figure 11: The cold start latency of Gear (GR), Break (BK), and FaaSImage (FSI) when function images are pulled in Config-1
(normalized to that of OpenFaa$S + Docker). Takeaway: FaaSImage improves the cold start latency by 38.7% on HDDs and 39.8% on

S$SDs on an average.

store trace-independent files because it is possible for two func-
tions to access the same library.

4.5 Storage Manager

When the platform receives a function request, it pulls the function’s
image from the image registry, and then deploys a container to
execute the function on a node. Figure 10 shows the overall image
pull operation. During the pull operation, the node first fetches
the following files: manifest. json and trace. The manifest.json
file stores the list of layer IDs and the list of library names used
by the function (see (2)). Subsequently, it finds the files of libraries
that are required for deployment but not present on the machine
and generates a list of tuples (library_name, {files}) (referred to
as lib_params). Finally, the node sends a request to fetch layers
from the registry with the following parameters: the list of layer
IDs and lib_params (see ).

Based on our refactoring mechanism, we know that the base
layer is common across function images and fetched once, the func
layer is unique across function images and libraries are shared
across function images. FaaSImage extends the pull pipeline of
Docker with an additional thread that fetches the lib_params. Con-
sequently, Docker pulls the function layer and lib_params in paral-
lel, thereby reducing the image pull latency (see @). The libraries’
files are stored in the /var/lib/docker/libraries directory (referred
to as the lib layer in this paper) (see (). This leads to faster image
pull latency and lower bandwidth utilization.

4.6 FAAS Overlay Module

After the image pull operation is completed, Docker creates a con-
tainer mount point using the FAAS overlay kernel module so that
a container can access files. The FAAS overlay module mounts
the layers of an image in the following order: lib, base, and func.
The FAAS overlay module is based on the overlay2 storage driver,

thereby compatible with the current Docker I/O stack. As we are
only storing the required files for the startup phase, a container
might access additional files during the execution phase that are
not part of an image. We identify those files during the file lookup
operation (ov1_lookup()). Then, the overlay kernel module com-
municates the file’s MD5 hash and the file path to a userspace
application. Subsequently, the userspace application fetches the file
from a remote server and overwrites the missing file’s contents.

5 Evaluation

In this section, we discuss the efficacy of FaaSImage for storing
and retrieving function images on a serverless node. We evaluate
FaaSImage by comparing its cold start latency, pull latency, down-
load traffic and storage cost integrated with OpenFaa$S against two
state-of-the-art schemes: Gear [18] and Break [19].

5.1 Evaluation setup

Our serverless node setup has been described in Table 2 (see Sec-
tion 3). To host the image registry, we use a machine with an Intel
Core i5-4590 CPU, 4 CPU cores, 1 TB Seagate hard disk, and 12 GB
of memory. The average ping latency between the node and the reg-
istry is 445 psec. Prior work has evaluated their schemes on popular
Docker images or Docker image datasets [18, 19, 41]. We use the
workloads from FunctionBench described in Table 1 (implemented
using the Python runtime environment). Moreover, on the lines of
prior work, we select the images in increasing order of their image
size as our dataset (referred to as Config-1 in the paper) [41]. This
ensures that we have a standard baseline. In addition, we evaluate
our scheme on the following three runtime environments: Node.js
v18 [4], PHP v8.3 [22] and Ruby v3.3 [4] to show that our scheme
is also effective for other runtime environments. Note that we store
the auxiliary files such as library packages and other files needed
by the different schemes in the registry node.
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Figure 12: The storage usage and download traffic experienced by a serverless node, when we execute functions in Config-1.

We have seamlessly integrated FaaSImage into Docker v23.0.3
and Linux Kernel 6.5-rc7 by using about 2200 lines of Go code and
350 lines of C code. With respect to Docker, the image refactor-
ing engine and the file server of FaaSImage are standalone com-
ponents. We have extended the pullSchema2-Layers() function
in pull_v2.go of Docker with a Go routine that downloads the
lib_params files. Furthermore, we have made modifications to the
ovl_lookup() function in namei.c of the overlay kernel module to
download missing files.

5.2 Cold Start Performance

In this section, we evaluate the cold start latency of FaaSImage
when integrated with OpenFaaS. When a platform serves a function
request, the cold start latency captures the following steps: (D pull
an image from a remote registry, (2) start a container using the
image, and (3 execute a function request. We compare the cold start
latency of FaaSImage, Gear, and Break. In addition to measuring the
cold start latency, we also measure the cumulative download traffic
and storage footprint of function images. For fair comparison, we
ensure that a node does not contain any auxiliary files or library’s
files prior to the pull operation.

5.2.1 Overall Performance. In Figure 11, we show that FaaSImage
improves the cold start latency by 38.7% on HDDs and 39.8% on
SSDs when compared against OpenFaa$S + Docker on average, re-
spectively. This is because FaaSImage improves the pull latency
and ensures that a minimal number of files are downloaded during
a function’s execution. In the case of Gear, the startup latency ac-
counts for at least 74.01% of the cold start latency. This is because
Gear fetches the files of an image when it is accessed by a container.
For the face_detection workload, we observe that Break performs
worst compared to other works. This is because Break refactors the
workload’s image such that one layer contains about 77% of the
image, thereby causing stalls in the pull pipeline.

5.2.2  Pull Performance. The pull operation consists primarily of
two steps: downloading compressed layers and untarring com-
pressed layers. FaaSImage improves the pull latency by 52% on
HDDs and 58% on SSDs when compared against Break (in Config-
1). This is because FaaSImage undertakes a hybrid approach where

we only fetch a portion of the image, and the remaining portion is
fetched during function execution (unlike Break and Gear). As a
result, the download latency and untar latency decrease at least by
an average of 13% and 62%, respectively.

On the other hand, we observe that the pull latency of FaaSImage
increases by 68% on HDDs and 1.05X on SSDs when compared
against Gear on average. Gear has the lowest image pull latency
because it uses the on-demand download technique; it only pulls
file pointers to a remote storage machine. As a result, the download
latency of FaaSImage increases by at most 54% when compared
against Gear. For gzip, FaaSImage outperforms Gear by 52.5% in
terms of the pull latency, as Gear’s single-layer structure stores all
file pointers within one layer. Consequently, the cost of the layer
untar operation is 4 higher than that of FaaSImage.

To study the effect of the ordering of function images on the pull
latency, we randomly generate 40 sequences of function images
(enough to reach a steady state). We observe that the image pull
latency improves by at most 57.5%. The standard deviation of the
improvement across all storage technologies is in the ballpark of
1.7%. Furthermore, we performed a limit study that concurrently
downloads multiple images from the registry; we see that the pull la-
tency increases by 3.1X for face_detection (representative workload)
when 10 images are pulled together.

5.2.3 Execution Analysis. In the case of FaaSImage, we observe
that a container downloads 18 files during the execution of the
image_rotate benchmark and 4 files during the execution of the
cnn benchmark. As a result, the execution latency of image_rotate
increases from 0.04s to 0.45s, while that of cnn increases from 0.76s
to 0.91s when compared against OpenFaaS + Docker on HDDs. For
image_rotate, FaaSImage downloads the PIL package during the
function execution and saves the files with the current timestamp.
As aresult, Python rebuilds __pycache__ for the package, increasing
the execution time. In contrast, Gear saves the files with the same
timestamp from the image build, allowing it to reuse the existing
__pycache__, which speeds up execution.

5.2.4 Storage and Download Traffic. In Figure 12, we show that
FaaSImage and Gear improve the storage usage and download traf-
fic by at least 40% and 45% when compared to Break, respectively.
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Figure 14: The cold start latency of Gear (GR), Break (BK), and FaaSImage (FSI) when function images of different runtime
environments are pulled in Config-1 on SSDs (normalized to that of OpenFaaS + Docker). Takeaway: FaaSImage improves the
cold start latency for Node.js, Ruby and PHP runtimes by 50.9%, 49.1% and 42.5% on an average, respectively.

This is because FaaSImage and Gear only store the required files
necessary for function deployment and execution. On the other
hand, FaaSImage improves storage usage by 8% when compared
against Gear. This is because FaaSImage shares the base layer across
function images, while Gear creates a single layer for every func-
tion image. However, FaaSImage increases the download traffic by
8% against Gear. This is because Gear uses file-level deduplication
across image files, thereby improving download traffic. Further-
more, we observe that FaaSImage increases the CPU utilization of
the Docker process by 1.22%.

5.3 Performance Across Different Runtimes

In this section, we show that our scheme is effective for other
runtime environments. For this analysis, we port the serverless
functions in Table 1 to three additional runtime environments:
Node.js v18, PHP v8.3 and Ruby v3.3. In Figures 13 and 14, we show
that FaaSImage improves the average cold start latency of functions
implemented in other runtime environments by at least 31.1% on
HDDs and 42.5% on SSDs, respectively (in Config-1). This is because

FaaSImage improves the pull latency by fetching the necessary files
and retrieving the missing files during execution.

5.3.1  Pull Performance. FaaSImage improves the pull latency by at
least 60.2% on HDDs and 80.1% on SSDs (resp.) as compared to Break.
This is because Break splits most of these images into two layers:
a common layer (pulled once for the runtime environment) and a
unique layer. During image pull operations, Break downloads the
unique layer and then untars it. In contrast, FaaSImage selectively
downloads only the files essential for the startup phase, reducing
layer download and untar operations by 74.6% and 60.7% on HDDs,
and by 85.1% and 71.2% on SSDs, respectively. Furthermore, we
also observe that Gear’s pull latency is higher than FaaSImage for
certain function images due to the single-layer structure of Gear,
which stores all file pointers within one layer. In the case of Node.js
images, which contain between 37.2K and 53.8K files, FaaSImage
reduces the average cost of untar operations by 74.4% compared to
Gear.
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Figure 15: The time taken to convert a function image into
the FaaSImage format on HDDs.

5.4 Image Refactoring Time

Prior to pulling an image, we need to perform the refactor oper-
ation on the image to convert it into the FaaSImage format. The
refactor operation can be divided into three steps: D subsetting
and reorganizing files into different layers, 2) compressing a layer
directory, and (@ building the corresponding Docker image. In Fig-
ure 15, we show the time taken to refactor function images into the
corresponding FaaSImage format. We observe that the image refac-
tor latency is 21.6 seconds, on average. This is because the Docker
build operation contributes about 81.4% to the refactoring latency.
Furthermore, we observe that the refactor latency is proportional
to the total size of files that a function’s container accesses dur-
ing the startup phase. Overall, the refactor latency is acceptable as
the refactor operation is performed only once for function images
(similar to Gear [18]), and it is off the critical path.

6 Related Work

As microservice and serverless paradigms are gaining popular-
ity, developers are increasingly deploying their applications on
lightweight sandboxes such as Docker [6, 25, 38, 39, 51, 55]. Prior
work has shown that the cost of fetching the container’s image
is the primary factor affecting cold start [43, 56, 57, 59]. Notably,
prior work has proposed peer-to-peer mechanisms [17, 56, 60],
container/sandbox caching [20, 40, 50] and pre-provisioning mech-
anisms [37, 42, 61] for serverless platforms to minimize the de-
ployment overhead [39, 57]. Our method is complementary, as we
focus on image engineering to reduce the cold start latency by
restructuring images [18, 19, 56].

6.1 Layer Fusion

When Docker pulls an image, it only fetches the layers that are
unavailable on the host machine, thereby improving the image pull
operation. However, there is significant redundancy between the
unique layers of different images, which leads to redundant files
being downloaded multiple times [49]. Li et al. [34] proposed an
image reconstruction algorithm that increases the number of iden-
tical layers across images, but they did not consider the overhead of
the untarring operation. In contrast, Break [19] applied the idea of
Venn diagram based construction to refactor images in a way that
stores shared files in a single layer. Furthermore, it proposed that
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the untarring operation can be done in parallel across multiple lay-
ers of an image to further reduce the latency of the pull operation.
However, if we encounter layers with skewed sizes, parallelizing
the untar operation will not be effective.

In the case of serverless workloads, a function container does
not access all the files in an image. As a result, the idea of packaging
all the files in an image leads to a wastage of resources. FaaSImage
uses subsetting to retain the necessary files of an image required
for the startup phase and share libraries between function images,
thereby reducing the size of an image and the pull latency.

6.2 On-Demand Download

According to Slacker [23], a container utilizes a small fraction of the
image at the time of deployment. This suggests that pulling the com-
plete image is not efficient. To address this issue, Slacker uses the
checkpoint and clone operations provided by Tintri VMstore [54]
to mount the image on a machine and fetch files on demand. In
contrast, Nyudus [45] uses a user-level filesystem to pull files at the
granularity of chunks, while DADI [33] uses a virtual block device
to pull files at the block level. However, these mechanisms require
significant changes to the existing container I/O stack, which lim-
its their adaptability. Gear [18] converts an existing image into a
single layer and replaces the contents of each file with a pointer to
the file on the remote server. When a container accesses a file, it
sends a request to the remote server if the file is unavailable on the
host machine. This design is compatible with the existing container
I/O stack. In the case of serverless functions, the size of a fraction
utilized by a container is function dependent; it ranges from 12.5-
64.7% of the image size. As a result, the cost of fetching files of an
image increases the startup latency of functions. FaaSImage relies
on on-demand downloading of files during the function execution
and only stores the necessary files required for the startup phase.

7 Conclusion

This paper proposes FaaSImage, a novel image manager designed
specifically for the serverless computing paradigm. Our compre-
hensive approach integrates layer fusion, on-demand download,
and layer subsetting techniques to improve the cold start latency
of serverless functions. FaaSImage improves the image pull latency
by at most 52% on HDDs and 58% on SSDs over the state-of-the-art
approaches. Upon integration with OpenFaa$S, FaaSImage improves
the cold start latency by 38.7% on HDDs and 39.8% on SSDs when
compared against OpenFaaS. Furthermore, FaaSImage reduces the
storage space, and download traffic by at most 45% when compared
against state-of-the-art approaches.
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